Hex-Rays
IDA PRO - the state-of-the-art binary code analysis tool

IDA Pro is the flagship product of Hex-Rays, the software provider in reverse engineering.
Being an interactive and programmable disassembler and debugger, IDA Pro provides
excellent quality performance on different platforms and is compatible with many processors.
IDA Pro has become the de-facto standard for the analysis of hostile code, vulnerability
research and commercial off-the-shelf validation.

IDA Pro comes with different types of licenses: Named, Computer, Floating and Educational
license to meet different business’ scales and demands of usage.

IDA PRO, in a nutshell

OO

A disassembler A debugger Interactive Programmable

Key features

Multi-processor Disassembler

¢ Disassembler modules for a large number of processors. The free SDK even allows you
to run your custom disassembler;

Full and extensible interactivity;

Programmable: IDA can be extended in line with user’s own requirement with IDC or
IDAPython

Open plugin architecture: external plugins enable extension of IDA’s capability

FLIRT technology (Fast library identification and recognition technology);

Code graphing

Lumina server holds metadata with a large number of well-known functions

Multi-target Debugger

e The debugger adds the dynamic analysis of the information collected statically by the
disassembler;

e Offers all the features expected from a debugger and more: "remote" function and
tracking. Remote debugger: for Windows, Linux, Mac OS X, and other machines in any
combination;

More features and upgrades are introduced along with new IDA version releases!
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IDA PRO Version 7.6

Highlights of new features and improvements:
- Apple Silicon support:

IDA for macOS is now available as a native ARM64 binary which can make full use of the M1
chip’s incredible performance.

It is hard to overstate just how much IDA benefits from the new speed boost. Auto-analysis
completes much quicker, the UI is noticeably snappier, and almost every other feature in IDA
seems smoother when running on M1.

Our beta testers reported that IDA 7.6 is "incredibly stable” and "way faster” on Apple Silicon.

Debugging native arm64 processes is also supported on M1, including armé4e:

LN IDA-C ISy /App -app/C 0S/C
= B ey oy iy iy By B 3w ol g & Fy # @i X p @ O Remote ARM Mac OS debugger e 2 g g
Q Debug View Q Structures oF Enums

IDA View-PC 0O ® © it General registers I I %

__text:000000010000966C . N 0
e e e X25 0000000100245B50 v, debugi12:0000000100245850 g ¢

text:0000000100009670 SUB 5P, SB, #0x50 %26 00000001FB844E48 v, "instantiateObject: 2 ;
__text:0000000100009674 STP X24, X23, [SP,#0x40+var_30] X27 00000001F882781D y debug521:00000001F882781D v 0
7:em:ggg:ggglgggng:7s STP xgg, xz;, [sr,icxwwarﬁzu] X28 00000001FB786CE4 & debug521:00000001F8786CE4 o 0
" text: 10000967C STP X320, X19, [SP,#0xd0+var 10] . T IT20

. © text:0000000100009680 STP X29, X30, [SP,#0xd0+var s0] z29 gg:g:g:;(’z“g“:g i GebEgDI0:COI00C1 CIRPEED o

E  Ttext:0000000100009684 ADD X29, SP, #0x40 X30 AQCEDBA4 & cE 0
 text:0000000100009688 NOP SP 000000016FDFEAAD & debug008:000000016FDFEARD T 0
" text:000000010000968C LDR X8, = OBJC_CLASS_$ LCDController PC 0000000100009684 v, —[LCDController init]+18 E 0
__text:0000000100009690 STP X0, X8, [SP,#0x40+var_40] SR 60000000 a0
__text:00000001000096594 NOP e

text:0000000100009698 LDR X1, =unk_1F878664D 5 "init"

text:000000010000965C MOV X0, sp ; objc_super * Modules e 0
" text:00000001000096A0 BL _objc_msgSendSuper2 path
__text:00000001000096A4 MOV X19, X0 '
_text:00000001000096A8 CBZ X0, loc_1000097EC 55 . I, T s/Mac0s/Ca
—toxt100000001000096A0 STE e e B /sy tE/Pppllgatlons,Calculatn[.app, Content 0S/Calculator
__text:00000001000096B0 NOP _'E fusr/lib/dyld
"~ text:00000001000096B4 LDR 90, xmmword 10002500 . L : ;
“text:00000001000096B8 STR Q0, [X18,#0%C0] (8 /usz/lib/libobjc-trampolines.dylib
__text:00000001000096BC NOP _@ /usr/lib/system/libsystem_blocks.dylib
__text:00000001000096C0 LDR X0, = _OBJC_CLASS_$ NsMutableString ; Class -

00049684 0000000100009684

: —[LCDController init]+18 (Synchronized with BC)

Golang analysis:

58 /usr/lib/system/libxpc.dylib
Line 1 of 349

The Go language (aka golang) from Google is getting popular thanks to its ease of use,
performance, and self-contained binaries not requiring dependencies. Due to some of the
language designers' decisions the golang binaries are quite different from those produced by
other compilers and some changes were required in IDA to properly support its peculiarities.

Here's an example of how a stripped golang binary for ARM looks like in IDA 7.5:

Functions window

o8 x IDA View-A

Hex View-1 ) Structures el

Function name
sub_3DB4C
sub_3DCoD
sub_3DDAC
sub_3DE64
sub_3DFFO

sub_3F0BE
sub_3FOEC
sub_3F28C
sub_3F414
sub_3F450
sub_3F4AC
sub_3FEFC
sub_3Fo40
sub_3FB74
sub_3FBBC
sub_3FC10
sub_3FD10
sub_3FEBC
sub_3FEE4
sub_40130
sub_40258
sub_402F0
sub_40388
sub_40588
sub_40620

sub_40DF0
<

text :0084067C
text 100040650 ;
text 100040680

text:00040680 loc_40630

"

off_a8684

Line 506 of 1176

00030688 00040698

dword_20688

.text:dword 40€se

DCD loc_614E8
DCD OxESIA1E08,

4, Bxt C, BxES9DB84E

CODE XREF: .text:080615141p
sub_3EA1S DCD xE3500000, 6xADGO127, BXESIA101S, OXES912090, BXE2822001
sub_3EB20 DCD @xESB12090, GXESSD1645, OXE2812007, GXE3C22007, OXESIFBABO
- DCD @XE1520008, @xARABOR117, OXESSDAG2S, GXESED2020,
sub_3EBEQ DCD OXES900070, @XESEDR3D, OXE . BXEBGOOICI, OXES!
sub_3EDB4 DCD OxE3500000, @xAQOQOFL, £3510000, €xA000104

DCD OxE .
DCD Ox1ABBOAFS,
DCD OxEB420000,
DCD OxE59D2045,
DCD OxES8D0004,
DCD OxES9D1024,
DCD OxES9FR400,
DCD OxE1D@BEDD,
DCD OxESB10824,
DCD OxEBBO4CB3,
DCD OxE5900000,
DCD OxE3520000,
DCD oxE59220C4,
DCD OxEBOOEEBS,
DCD OxE59D1024,
oce N
DCD OXES9022FC,
DCD OxE5903304,
DCD 0x1AB00838,
DCD OxES831054,
DCD OxE2A21000,
DCD ©x1A000025,
DCD OxEBERF20,
DCD OxE3500000,
DCD OxE2422001,
DCD 0x1AB06004,
DCD OxES801898,
DCD OxE5IDG00S,
ocD
DCD OXES8DOBOS,

@xE5IDB20,
BXESBDARLC,
©XE3520000,
OXE3A0201C,
@XE581001C
@xE58DE03E
@XE5920000

, BxE59D1024,
OXELAB200D, BXE3AB3000,
OXCADBOBAA,
OXESED2008,

BxESIDBRAC, O
OXESB10PAC, OXESIDOA2S,
©xADBOORS, BXESIFB39B,
OXE3530000, OX1ADB0BTT,
@XESDD@RS, OXE350800,

@XESC10070, OXESSD1004, GXE3ADGGOE,

OxEL510003, @XE3AQL000,
, Bx3AB2001,
F§, BxXE59D3024.
BXES9022FC
£8, OXESDB1000,

@xE5903300,

, 8xABBOEAL,
@xESBDABAS,
BXESOFB268,

d with Hex View-1)
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and in 7.6:

Function name
runtime.newprocl
runtime.gfput
runtime.gfget
runtime.gfpurge
runtime.unlockOSThread
runtime.badunlockosthread
runtime._System
runtime._ExternalCode
runtime._LostExternalCode
runtime._GC
runtime.sigprof
runtime.sigprofNonGoPC
runtime.setsSP
runtime.procresize
runtime.acquirep
runtime.acquirep1
runtime.releasep
runtime.incidlelocked
runtime.checkdead
runtime.sysmon
runtime.retake
runtime.preemptall
runtime.schedtrace

runtime.mput
runtime.globrunqget
runtime.pidleput
runtime.pidleget
runtime.rungempty
runtime.rungput

runtime.rungputslow
<

Line 561 of 1791

Among additions:

Stext

Stext

Stext

Stext

. text:
Stext:
Stext:
Stext:
Stext:
: 20840688
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
: 20840688
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
: 20840698
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
Stext:
1 208406C8
Stext:
Stext:

CETEELESS
20840688
20840688
22848688
22848688

20840688
22848688
22848688
20840688
20840688
22848688
22848688
20840688
20840688
22848688
22848688

20840688
22848688
22848688
20840688
20840688
22848688
22848688
20840688
2084868C
20848698
80848594

2084869C
20848648
8oB4B6A4
208406A8
@8a486AC
2oe48688
80B48684
20840688
@884868C
2oe486C8
80B486C4

a8a486CC
2848608

00020688 00040€88:

runtime. newprocl

var_3C
var_38
var_34
var_3@
var_2C
var_28
var_24
var_20
var_1C
var_18
var_14
var_10
var
var
var_4

; CODE XREF: runtime.newprocl+4E8L]
ntime.newproc. funcl+344p

LDR R1, [R10,#8]

P sP, RL

BLS loc_48B68

STR LR, [SP,#var_3C]!
LDR R@, [SP,#8x3C+arg 4]
P RO, #0

BEQ loc_48B44

LDR R, [R10,#8x18]

LDR R2, [R1,#0x90]

ADD RZ, R2, #1

STR R2, [R1,#6x90]

LDR R1, [SP,#@x3C+arg C]
ADD RZ, R1, #7

BIC RZ, R2, #7

LDR R11, =8x7EC

P R2, RLL

BGE loc_48B2C

STR R16, [SP,#8x3C+var_14]
STR R2, [SP,#@x3C+var_1C]

runtime newprocl (Synchronized with Hex View-1)

o parsing of golang-specific metadata to recover function names and boundaries
o support for stack-based parameters and return values even on platforms that

usually use registers (ARM, x64)

o detection of golang-specific string literals

- Decompiler improvements:

o automatic renaming of variables

Although interactivity is IDA's selling point, it still tries to do as much as possible
to automate mundane tasks. With this release the decompiler will try to
automatically assign names to variables and structure fields based on assignments

and function calls.

See two snippets from decompilation of the same binary.

IDA 7.5:

TimerRegs->TCRR;
£) (dword_61874 -

t)(dword_61874 -

= dword_61874 - v7;
OALWakeuplatency GetDelayInTicks(l
vi2 € w2 )

if ¢
{

¥
I (V2= vz )

7) »>= dword 61864 )

= OALWakeuplatency GetCurrentState();

e = OALWakeuplatency_FindStateByMaxDelayInTicks(
OALWakeupLatency_GetDelayInTicks(l
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OEMHriteDebuglED(@x1Eu, 1u);
if ( OALWakeuplatency IsChipOff(lsten
OALContextSave();
OALWakeupLatency PushState(
dword_61874 -= vZ;
OALTimerSetCompare (dword 61874) ;
g_pPremPrm->pOMAP_WKUP_PRM->PM_WKST HKUP = 256;
g_pPremPrm->pOMAP_WKUP_PRM->PM_KKEN WKUP |= Bx188u;
fnOALCPUIdle(g pCPUInfo);

g_pPremPrm->pOMAP_WKUP_PRM->PM_WKEN_WKUP &= BXFFFFFEFF;

OALWakeupLatency_PopState();
1 = g_pPrcmPrm->pOMAP_WKUP_PRM->PM_WKST_WKUP;
pPremPrm->pOMAP_CORE_PRM->PM_PREPWSTST_CORE;

DAL(nmtextResmre( pu
- g_pTimerRegs->TCRR;
PrcmProcessPostipuiiakeup() ;

)

g_pPrcmPrm->pOMAP_MPU_PRM->PM_PREPWSTST_MPU;
Bl pPrcmPrm >p(»\AP PER_PRM->PM_PREPHSTST_PER;

v7) >= g wakeuplatencyConstraintTickCount )
g wakeuplatencyConstraintTickCount;

12)5

=gp
£ ( (int)(dword_61874 -

pTimerRegs->TCRR;
TCRR)

dwerd_61874 - TCRR;

icks )

OALWakeuplatency GetDelayInTicks(laten
InTicks )

OALWakeupLatency_FindStateByMaxDelayInTicks(
= DALWakeupLatency_GetDelayInTicks(lat

& = OALWakeuplatency GetCurrentState();

>= dword_61864 )

int)(dword_61874 - TCAR) >= g wakeuplatencyConstraintTickCount )
= g_wakeuplatencyConstraintTickCount;

OEMHriteDebuglED(@x1Eu, 1u);
if ( OALuakeuplatency IsChipOff(l

OALContextSave();
OALWakeuplatency PushState(
dword_61874 -= D
OALTimerSetCompar: ;
g_pPrcmPrm->pOMAP_WKUP_PRM->PM_WKST_WKUP = 256;
g _pPremPrm->pOMAP_WKUP_PRM->PM_WKEN HKUP |= @x1@0u;
fnOALCPUIdle(g_pCPUInfo);
g pPremPrm->pOMAP_WKUP_PRM->PM_WKEN_WKUP &= ~@x108u;
OALwakeupLatency Popstate();

= g_pPrcmPrm->pOMAP_WKUP_PRM->PM_WKST_WKUP;

pPr‘CmPr‘m >pOMAP_CORE_PRM->PM_PREPWSTST_CORE;

OAL(nmtextResmreL g
11 = g_pTimerRegs->TC
PremProcessPostHpullakeup();

erstate);

g_pPrcmPrm->pOMAP_MPU_PRM->PM_PREPWSTST_MPU;
&_pPrcmPrm->pOMAP_PER_PRM->PM_PREPWSTST_PER;
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IDA 7.6:

switch ( vi1 ) switch ( vil )

case @x102u:
= GetOEMInfo(varg r3, outSize, pOutSize, (const wchar_t **)&spiName);

break;
case OxEQu:
¥4 = GetPlatformVersion(varg_r3, outSize, pOutSize, (const wchar_t **)&sp = GetPlatformversion(varg_r3, outSize, pOutSize, (const wchar_t **)&spil
8 = vla; 163
break;
case @xl@lu:
= GetPlatformType(varg r3, outSize, pOutSize, (const wchar_t **)&spilla = GetPlatformType(varg r3, outSize, pOutSize, (const wchar t **)&spiName);
break; bre
default: default
LABEL_28: LABEL_28:
NKSetLastError (@x57u); NKSetLastError(@x57u);

o improved recognition of stack arrays

Arrays on stack can be difficult to detect automatically since usually only their first
elements are referenced explicitly. We have added heuristics which recover arrays
in many typical situations, reducing the need for manual intervention.

| _int64 sub_18813C798(GlobalAPIStruct *al, ...} __int64 sub_18813C798(GlobalAPIStruct *al, ...}

{

-

void *v1; // rsp

char w3[4120]; // [rsp
void *retaddr; // [
va_list va; // [rsp

va_start(va, al);

1 = alloca((signed __ int64)&retaddr); va_start(va, al);

strepy(v3, "ODFA: %u &d Xu\n™); vl = alloca igned _ int64)&retaddr);
al->_wsnprintf(&uv3[16], 4096i64, w3, (va_list *)jva); strepy(v3, " %u %d Fu\n");

return ((__int64 (_ fastcall *)(char *})al->0utputDebugStringA)(&vi[16]); al-»_wsnprintf(v4, 4896i64, vi, (va_list =

_list =jva);
return ((__inte4 (_ fastcall *)(char *))al-»0utputDebugStringA)(v4);

o empty lines for better readability

If you add GENERATE_EMPTY_LINES = YES to hexrays.cfg, the decompiler will
add extra empty lines between compound statements and before labels, which
improves readability of long functions.

if ( type == GUMBO_TOKEN_START_TAG )
1

v119 = az-»v.start_tag.tag;

if ( v119 == GUMBO_TAG MATH )

1

reconstruct_active_formatting_elements(al);
adjust_mathml_attributes(al, a2);
adjust_foreign_attributes(al, a2);

vl2e = 2;

goto LABEL_289;
}
if ( v119 == GUMBO_TAG_SVG )
1

reconstruct_active_formatting_elements(al);
adjust_svg_attributes(al, a2);
adjust_foreign_attributes(al, a2);

w128 = 1;

LABEL_289:
insert_foreign_element(al, a2, v128);
if ( !a2-»v.doc_type.force_quirks )
return 1;

LABEL_29@:
pop_current_node(al);
al->_parser_state-»>_self closing flag_acknowledged = 1;

return 1;
¥
h
memset(&v131[16], @, 88);
v131[128] = 1;

memset(&v131[129], @, 22);
- New processor modules: RISC-V and RL78

Our processor selection continues to expand steadily.

Hex-Rays SA | Rue Rennequin Sualem 34, 4000 Liege, Belgium | www.hex-rays.com | info@hex-rays.com



http://www.hex-rays.com/

Hex-Rays

o RISC-V is an open ISA which is starting to become available in various hardware
such as the latest iteration of the Espressif Systems wireless platform, ESP32-C3.

o RL78 from Renesas is a 16-bit descendant of the

P

# public arch_atomic_cmpxchg
arch_atomic_cmpxchg
var_s@= @
arg_@= 8
addi sp, sp, -16h # Add immediate
=d =@, B+var_sB(sp) # S double
addi s@, sp, 8+arg @ # Add immediate
my a5, a@ # Copy register
fence iorw, ow # Fence
1r.d.aq a@, (a5) # Load reserved
bne a@, al, loc_8eee3358 # Branch not equal
v
a4, a2, (a5) # Store cenditional
a4, loc_8@@8334A # Branch != 8
; I
‘ v ¥
P
loc_see83358:
1d 5@, B+var_s@(sp) # Load double
addi sp, sp, 18h # Add immediate
ret # Return
# End of function arch_atom pxchg

8-bit NEC 78k0(s) family

previously supported by IDA and is used in various automotive and consumer
applications.

ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:
ROM:

Be0s
eans
eans
eans
eans
Ba0s
2eDs
2ens
eeng
Ba0c
Ba0F
BeE2
BBE3
BBE4

B2

B2

Ba2

SUBROUTINE

sub_D8: 3 CODE XREF:
var_2 = -2

PUSH HL

CLR1 PSW.IE

CALL sub_EC3

CALL sub_265

CLRW RX

PUSH AX

MOV AX, #9

PUSH AX

MoV [SP+&+var 2], #2

MOV DE, #4882h

MOV BC, #l@eh

MOV AX, #BFEBBh

CALL sub_163A

ADDW SP, #4

CALL sub_434

MoV A, #3

CALL sub_5@8

SET1 PSW.IE

CALL sub_57C

OR A, word_FFAFE+1

XCH A, X

OR A, word_FFAF@

XCH A, X

MOV word_FFAF®, AX

OR A, X

BNZ loc_119

ONEB A

MOV [SP+2+var_2], A
loc_119: ; CODE XREF:

MOV A, [SP+2+var_2]

MOV byte FFAE@, A
loc_11E: ; CODE XREF:

MOV BC, word_FFAEA

MOV AX, word_FFAEC

CMPW AX, BC

ROM:@EBD+p

; Program status word/Interrupt enable

; Program status word/Interrupt enable

sub_D8+3C1TJ

sub_D8+18AlJ
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- UI improvements

o processor list in the Load File dialog is now organized using folder view which can
be filtered using Ctrl-F

o You can now use cut & paste in folder views instead of dragging things with the
mouse

o a new, separate bookmarks view with the global list of bookmarks which can be
grouped into folders

o the lines that have a bookmark will now have an additional background color for
visual feedback

- UI: Strings list is now cached in the database

The Strings window is one of the most commonly used views in IDA for quick
reconnaissance. However, depending on the settings it can take a long to to scan the
whole database which had to be repeated each time on reopening the window or reloading
the database. Now we cache the list so opening it the second time is almost instant

- Compressed macOS and iOS kernelcache support

In the recent iOS and macQOS versions, the kernelcache files are compressed. Although
there are tools available which can decompress them, it's one more thing to remember.
Now IDA handles the standard compressed formats transparently so you can simply load
them as standard Mach-O files. Since IDA can also handle ZIP files, you can open them
directly from the IPSW updates!

________ 80806000 |Hiew

2

!} Load a new file

Load file D:\Workljphonekernelcache.release.j273 as
Apple XMNU kernelcache for ARME4e (kernel + all kexts) [machofd.dll] -

Apple XMU kernelcache for ARMBG4e (kernel only) [machot4.dll]
Apple XMNU kernelcache for ARME4e (single kext) [machogd.dll]

Apple XMNU kernelcache for ARME4e (normal mach-o file) [machogd.dll] Y]
Processor type (double-lick to set)
A ARM processors )
ARM Big-endian ARMB
ARM Little-endian ARM
v Alpha series ”
Analysis
Loading segment | 0x0000000000000000 Kernel options 1| Kernel options 2| |Kernel options 3
Enabled
Loading offset 0x0000000000000000 Indicator enabled Processor options

Options

Create segments |_| Load resources
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________ 00000080 Hiew

‘} Load a new file

Load file D:\workliphonekernelcache release.iphonesh as
Apple XMNU kernelcache for ARME4 (kernel + all kexts) [macho6d.dll] ~

Apple XMU kernelcache for ARMB4 (kernel only) [machofd.dll]
Apple XMNU kernelcache for ARMB4 (single kext) [machobd.dll]

Apple XMU kernelcache for ARMB4 (normal mach-o file) [machobd.dil] [¥]
Processor type (double-dick to set)
hd ARM processors ~
ARM Big-endian ARMB
ARM Little-endian ARM
hd Alpha series w
Analysis
Loading segment Kernel options 1 |Kernel options 2| Kernel options 3
Enabled
Loading offset Indicator enabled Processor options
Options
Create seaments [ oad resources

- Retpoline handling

Retpoline (return trampoline) is a compile-time mitigation against the Spectre speculative
execution vulnerability disclosed in 2017. Binaries compiled with this option use special
thunk functions for indirect jumps which tend to break standard control flow analysis. IDA
now detects and handles these thunks transparently, resulting in nice and clean function
graphs and pseudocode.

In IDA 7.5:

; void _ fastcall radix_tree destroy(radix tree_root *root, woid (*slot_free)(veid *))
public radix tree destroy
radix_tres_destroy proc near

root = rdi ; radix_tree_root *
slot_free = rsi S void (=)(void *)
mov rax, [root+8]
node = rax 5 radix_tree node *
test  node, node
jz short locret FFFFB2D@80228369
A J h |
FEE] FEiE]
push  rbp
mov rbp, rsp locret FFFFE20886228309:
push  rbx root = rdi 5 radix_tree_root *
mov rbx, root slot_free = rsi 5 veid (*)(veid *)
test  al, 1 node = rax i radix_tree_node *
3nz short loc FFFFE2008022B2F5 rep retn
radix_tres_destroy endp

L i L i
i i 5= i =1 FEE]
test  slot_free, slot_free Jmp short loc_FFFF82D@8@22B2ED)|
jz short loc_FFFFB2D@8@22B2ED) loc_FFFFB2D@862262F8:
root = rbx 5 radix_tree_root *
slot_free = rsi void (*)(void *)
and rax, OFF
mov rdx, slot_free ot_free
mov slot_free, rax ; node
slot_free = rdx 5 void (*)(void *)
call  radix_tree_node_destroy
L 4
il i 5=
mov, root, node
root = rbx ; radix_tree_root * loc_FFFFB82D@8822B2ED: ; root
call  _ x86_indirect_thunk_rsi mov’ rdi, root
call  radix_tree_init
pop root
pop rbp
retn

void _ fastcall radix_tree_destroy(radix_tree_root *root, wvoid (*slot_free)(void *))

if { ((u _i &21)l=8)

radix_tree_nocde_destroy( N __inte4)v2 & @xFFFFFFFFFFFFFFFELL), 'H
if ( )

_x86_indirect_thunk Jrsi(v2);
radix_tree_init( H

}

}
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and in IDA 7.6:

5 void _fasteall radix_tree_destroy(radix_tree_root *root, void (*slot_free)(void *))
public radix_tree_destroy
radix_tree_destroy proc near

root = rdi 5 radix_tree_root *
slot_free = rsi i void (*)(veid *)
mov | rax, [root+3]

node = rax ; radix_tree_node *
test  node, node

jz short locret FFFF82D@8@22B389

ikl s 5=
push  rbp
mow rbp, rsp
push  rbx ; radix_tree_root *
mov rbx, root 5 woid (*)(void *)
test al, 1 ; radix_tree_node *
jnz short loc_FFFF82D0802282F8
radix_tree_destroy endp
FIZE]
test  slot_free, slot free
jz short loc_FFFFB2D@882282ED|
| —
. y .
=]
mov root, node
root = rbx ; radix_tree_root * loc_FFFF82D@802202F8:
call  _ x86_indirect_thunk_rsi root = rbx ; radix_tree_root *
slot_free = rsi void (*)(void *)
and rax, @FFFF E
mov rdx, slot_free ; slot_free
mov slot_free, rax ; node
slot_free = rdx 5 void (*)(void *)
call  radix tree node destroy
jmp short loc_FFFF82D08822B2ED
|
1ﬂE_FFFF32DBEBZZB2ED‘ ; root
mov’ rdi, root
call  radix_tree_init
pop roct
pop rbp
retn

woid _ fastcall radix tree_destroy(radix tree_root *root, void (*slot_free)(void *))

radix_tree_node *rnode; // rax

rnode t->rnode; |
if ( rnode )
{
if ( ((unsigned __int8)rnode & 1) =9 )
radix_tree_node_destroy(root, (radix tree_node *)({unsigned _ inté4)rnode & @xFFFFFFFFFFFFFFFELL), slot free);

}
i

- Python 3.9 support

Python 3.9 was released after IDA 7.5 and changed the layout of some internal structures
leading to crashes in scripts or plugins using PyQt. IDA 7.6 adds official support for 3.9
(as well as still supporting previous 3.x versions and 2.7). Python 3.9.1 is also officially
available for macOS on ARM64 and can be used by IDA there.

= output

Python 3.9.1 (v3.9.1:1e5d33e9b9, Dec 7 2020, 12:44:01)
[Clang 12.0.0 (clang-1200.0.32.27)]
IDAPython v7.4.0 final (serial 0) (c) The IDAPython Team <idapython@googlegroups.com>

Python>import sys, platform

Python>sys.prefix

'/Library/Frameworks/Python. framework/Versions/3.9"'
Python>platform.machine()

'armé64’
Python>from PyQt5 import QtWidgets @ @
Python>edit = QtWidgets.QTextEdit("hello from PyQt on arm64")
Python>edit.show() hello from PyQt on arm64|
Python
| E
AU: idle  Down Disk: 740GB

Full changelist: https://www.hex-rays.com/products/ida/news/7 6/
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IDA PRO Version 7.5

Release date: May 2020

Highlights: IDA 7.5 introduced the tree-like folder view that helped with information
organization and hence incredibly increase efficiency when it comes to large binaries analysis.
MIPS decompiler was added to the lineup, with Lumina now available for both MIPS and PPC
binaries. IDA 7.5 comprised many i0OS/macOS improvements such as the just-added type
libraries with the most major APIs and additional frameworks from macOS and iPhone SDKs.

Full changelist: https://www.hex-rays.com/products/ida/news/7 5/

IDA PRO Version 7.5 — Service Pack 1
Release date: 19" June 2020

Highlights: This Service Pack was released to improve user experience especially for newly
released features such as the tree-like folder view function and the MIPS Decompiler.

Full changelist: https://www.hex-rays.com/products/ida/news/7 5spl/

IDA PRO Version 7.5 — Service Pack 2
Release date: 28" July 2020

Highlights: This release fixes some immediate issues with the new mac0S11/i0S14
binaries and focuses principally on enhancing the static analysis for new file formats.
MH_FILESET kernelcache format is fully supported, Objective-C metadata is improved and
type libraries for MacOSX11.0.sdk and iPhone0S14.0.sdk was added.

Full changelist: hitps://www.hex-rays.com/products/ida/news/7 5sp2/

IDA PRO Version 7.5 — Service Pack 3
Release date: 28" October 2020

Highlights: This service pack introduces a handful of new and interesting features specific
to the soon-to-be-released macOS 11 (Big Sur) and provides fixes for numerous minor
issues. macOS11 kernel debugging with VMware Fusion 12 and symbolication of
MH_FILESET kernelcaches were both improved.

Full changelist: https://www.hex-rays.com/products/ida/news/7 5sp3/
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